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That said, even without a GRC technology, companies have a fairly good handle on their
business requirements most of the time, whether it's their business partner requirements,
SOX, privacy legislation, or environmental health and safety, McClean added. The
companies have had to deal with the requirements for a long time, and the controls are
fairly well understood.

"It's being able to mold the GRC product around the business processes, the workflow and
the organizational structure that really matters," he said.

Enter SAP

For SAP, business processes represent the linkages across enterprise silos, and these basic
processes can be adapted to meet a variety of compliance requirements.

"If everyone in an enterprise came to IT and said, 'Hey, I need a solution for this, for that,’
it would be a nightmare because you would have more to buy than you would ever have
budget for and more to implement than you would ever have time for," explained SAP's
Dickhart. "What we try to do is provide one process, whether it's compliance to an external
regulation or its compliance to an internal policy, so that the same process can be used
across all those entities -- and that's the basis for SAP's Process Control product.”

It sounds so easy -- one process to rule them all. But there are more dimensions of the
problem. Not only do these processes go horizontally across organizations, they need to be
able to delve deeply into IT systems to make any sort of monitoring effective.

“SAP’s GRC solution sits on the NetWeaver stack independently, then we provide agents
that sit in the processes -- or other systems -- that enable us to monitor information or
events that let us trigger exceptions against the rules that sit on our NetWeaver platform,”
Dickhart said.

"For example, in a heterogeneous environment, we have a customer who has Oracle, SAP
and a legacy system, and we can gather information from all of those systems,” he said.
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“But the rules -- from a business process or segregation of duties perspective -- can be
normalized and stated in one way.”

SAP's strategy is not to replace dozens of other GRC tools and solutions but to utilize what a
customer has that's working already. For instance, SAP has partnered with Novell for down-
in-the-trenches event monitoring and identity management that can, for example, actually
give access control policies some teeth.

"We don't want to replace everything that the customer already has,” Dickhart said. "What
we're trying to do is find the spots in the business processes where we can supply the risk
information to the risk owner or business person and let them take action at the same time,
not as a process or report they have to review separately.”

MTU Detroit Diesel manufactures heavy-duty diesel engines for off-road use, and the
manufacturer is both an importer of mechanical parts and a global exporter of its products.
The company used to rely on manual processes for complying with federal import and
export regulations, requiring labor-intensive and time-consuming screening and licensing
processes. By implementing the SAP BusinessObjects Global Trade Services application,
however, MTU Detroit Diesel automated the processes, eliminated dependence on third
parties for regulations adherence, enhanced visibility into its international transactions,
benefited from improved compliance ratings, decreased the risk of honcompliance, and
decreased its cost of conducting compliance-related processes.

"The SAP BusinessObjects Global Trade Services application equips us with the tools we
need to maintain the level of compliance that U.S. Customs expects," said Adam Wood,
director of logistics for MTU Detroit Diesel. "It puts us in the driver's seat on issues that
could greatly affect our compliance. This is important to us because noncompliance can
result in audits, fines and penalties."
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Getting started with data governance for GRC
By: Chris Maxcer, SearchSAP.com contributor

Data governance is nearly as expansive and confusing as GRC, and like GRC, it comes in
overlapping categories with terms that are poorly defined.

For example, the data quality and master data management (MDM) initiatives that
organizations have launched for use in data warehousing and business intelligence efforts
are tangential to data governance for financial reporting and compliance. The aims are
similar -- ensuring that data is not only accurate but also put to work accurately -- but the
solutions that ensure accurate data for BI may have little to do with the people and
processes needed to ensure correct financial reporting or compliance with environmental
health and safety regulations.

So how does an SAP-based organization get started with data governance for GRC? Here
are three core elements:

1. Don't start with a technology solution

It's not that SAP doesn't have options, and it's not that there aren't third-party vendors
available to help. Technology is only a part of the story, and it's not even in the early
chapters, so avoid the pitfall of thinking a shiny new MDM suite with a "GRC" tag on it will
keep your data-focused activities squeaky clean.

"Data governance can be a monstrous project, and for any large organization, it cannot be
handled simply by licensing a software package," said Chris McClean, an analyst for
Forrester.

Data related to GRC will be used to craft financial statements, submit regulatory filings, and
justify decisions at the highest level of the organization, McClean said. Confidence in that
data is clearly a high priority. Many GRC solutions have good capabilities for tracking how
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certain information is created, changed or used, but the scope of this oversight is usually
quite limited.

“Comprehensive GRC efforts involve data related to customers, finances, market
information, product, quality, and much more," he said. "To gain confidence that all this
data is accurate and up to date usually requires sophisticated technology solutions as well
as rigorous process controls."

2. Expand your GRC stakeholders

A CFO, CIO or COOQ, for example, all have different GRC needs stemming from different
regulatory requirements that land on their departmental doorsteps. These stakeholders will
be the critical weight needed to make sure data is not only accurate in and of itself but,
more importantly, that the business processes and the people who interact with the data
actually work together appropriately within the expected business rules.

"Whether talking about data governance or just governance, the people part of the equation
is extremely important. The most successful GRC programs are when the number of GRC
stakeholders is expanded, not reduced," said Ranga Bodla, senior director of governance,
risk and compliance solutions for SAP.

“The way to do this is build a business case with the business that shows how an effective
program can reduce their individual work or make it more effective," Bodla said.

"Especially when it comes to data governance, so much of the focus is on data protection
after the fact; and, as a result, people get information that they then cannot use,” he said.
“"Good GRC programs ensure that people only get the data that is appropriate for them, and
then people aren’t dealing with data barriers."

3. Enlist help to save time and effort

In order to implement an effective data governance plan for GRC, most organizations will
need to go to SAP, to SAP's business partners, or to SAP-savvy data governance consultants
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for the heavy lifting that will map their specific organization to business-appropriate
solutions. If your company is primed and ready to protect its data assets, consultants can
save you time and money -- not to mention headache and heartache.

It is possible, however, that larger organizations have internal experts who have already
completed similar data-intensive governance efforts in related ERP or CRM projects, and
GRC project managers can tap that experience for GRC-focused governance projects as

well, McClean said.

"However,” he added, "many will have to look for external guidance.”

For SAP customers in particular, SAP works to offer flexible options to help individual
enterprises.

"Most organizations will need some help in planning, deployment or best practices,” Bodla
said. “In that context, the best consultants know the product, can supply content, but also
can relay best practices that avoid elongated or false-start project expenses.”

“SAP’s customer advisory office is actually providing our customers with a resource that can
suggest 'preferred' practices that can ensure project success,” Bodla said. The SAP
customer advisory office works hand in hand with consultants and the customer to drive the
adoption of these practices, he said.

SAP's BusinessObjects portfolio

SAP's primary GRC solutions are bundled as part of the SAP BusinessObjects portfolio,
which also includes the SAP BusinessObjects information management solutions that not
only support business intelligence efforts but also include solutions for data quality
management, MDM, and other data integration and related services.

SAP’s GRC suite is part of the broader SAP BusinessObjects portfolio, which includes BI,
information management, and enterprise performance management, according to Gary
Dickhart, vice president of the GRC Customer Advisory Office for SAP.
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“There's a lot of solutions out there that say, 'Let me look at all orders that were sent to a
sanctioned party list, or let me look for all adjustments made to our financials more than
$10,000 after the end of the period,' and there's all these bad scenarios that people look for
after they happened,” Dickhart said. “"Our approach is, don't look for it after, build the
process so that it takes it into consideration within the process -- embed it in the process.”

The takeaway here is SAP's progressive strategy for GRC -- data governance and all the
process controls that go along with operating a business are best served when risk and
compliance are addressed from within the moment any action is occurring.

As companies look to gain benefit from their compliance efforts in order to actively reduce
risk and seek out opportunity, data governance is being recognized as a key foundation for
GRC.

This is an increasing issue, McClean said. In some aspects, a lot of the risk and compliance
programs over the last five years have been focused on documentation, so that in terms of
data governance, there’s an audit trail of when policies were created or when certain data
was collected for risk assessment.

"Those are all important, but companies are looking for more data-centric risk and
compliance -- actually running analysis of key risk indicators and key performance
indicators -- so data governance is definitely becoming more important,” McClean said.
“You're talking about collecting data from hundreds of different locations, from different
business partners, so you must make sure that data is accurate and coming from the right
places."
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Pros and cons of SAP BusinessObjects Access and
Process Controls software

By: Chris Maxcer, SearchSAP.com contributor

Two of the most important core GRC solutions from SAP are part of the company's SAP
BusinessObjects portfolio: Access Control and Process Control.

Both access and process controls, generically speaking, are critical to many GRC efforts, so
these two SAP offerings cut a wide swath of possibilities for many SAP-focused enterprises.
Does this make looking to SAP for GRC solutions a no-brainer decision?

"Definitely not a no-brainer," notes Chris McClean, an analyst for Forrester Research. "If you
have a working relationship or a strategic relationship with SAP and they are running a lot of
your business processes anyway, it is a natural fit because they do have a lot of capabilities

to oversee the products you have in place."

The important thing to remember, even for SAP-focused companies, McClean warned, is
that there's no single platform or solution that's going to cover all of your GRC needs.
Because GRC is such a broad topic and covers so many of the world's largest and best-
funded enterprises, the GRC software landscape is extremely wide.

"The number of vendors that talk about having GRC or GRC-related technology is just
huge," McClean said, noting that most companies have already purchased and implemented
several products across their organizations, covering segregation of duties, risk
management, security, environmental health and safety, and many other point solutions.

While SAP should make your short list, there are other factors at play -- cost, flexibility and
the specific area of GRC you need to focus on, McClean said.

"SAP also has an environmental risk and compliance area as part of their GRC suite, so that
could be important,” he said. “"But they don't have everything. For example, if you need
really detailed IT or HR risk and compliance, you might want to consider other solutions."
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Ask the important questions

One starting point is to look at what collectively you are trying to solve. Ask questions such
as, “Are you still in a tactical mode or are you more proactive?” Tom Eid, a vice president of
research for Gartner, recommended.

For many companies, cost-reduction through streamlined solutions can't be dismissed as a
great tactical move.

One of SAP's BusinessObjects Process Control application customers, Sharp -- the leading
electronic manufacturer -- needed a GRC solution that could help it meet several objectives,
including providing a platform for process and control documentation. The company also
needed to streamline attestation and testing procedures, and to centralize and standardize
controls across the organization.

"SAP BusinessObjects Process Control provides us with an advanced set of tools that are
both sophisticated and intuitive for end users," noted George Dramalis, VP CIO for Sharp.
"The impact has been a more streamlined, transparent control environment that has
ultimately reduced our overall testing efforts. We expect that these improvements will yield
reduced external audit activity, as well as reduced external audit expenditures."

Another key factor is to understand whether your organization is inclined to implement a
short-term or long-term solution.

"Some will say, 'Longer term, we're looking to catch up and integrate in with our ERP, but
right now, this is a short-term problem, so we're looking at best of breed,'" Dramalis said.

Next, you need to know your core type of GRC -- financial, IT or operational GRC? Most GRC
solution providers have competencies in one or two key areas but are not yet savvy with all
three.

"You can enter in with any core GRC area, but make sure that downstream, you are
planning to support all three," Eid said. "Don't buy yourself into a corner so you have to go
through the whole process again in three or four years."
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Where does SAP fit in?

"Our cut is SAP was being a bit more tactical until 2009, but then in 2009, we feel they've
taken a big step forward to take a more strategic view of the GRC marketplace where they
are really trying to create a linkage between GRC capabilities and overall enterprise
performance management," Eid said. "We anticipate by the end of this year, they'll have
another refresh going into their portfolio, and their GRC portfolio will continue to align with
the overall enterprise performance management strategy they have in place."

Look to the future

One of the important things to understand about SAP's GRC strategy is that it is aimed at
being able to work with solutions you may already have installed. SAP BusinessObjects has
a business intelligence background, and a hallmark of BI solutions is the ability to tap into a
wide variety of data from across corporate silos and then put it to work. This architectural
tie to SAP BusinessObjects helps enable SAP GRC solutions reach effectively across many
SAP and non-SAP systems to tap into data and processes.

"One of those things that is really interesting is that companies are starting to look seriously
at how risk relates to performance," Forrester's McClean said.

Going back to the financial crisis and similar issues, a lot of companies are very focused on
short-term results, making it easier to ignore risk data, he said. He is seeing more
companies that are starting to realize that when they look at the performance of a product
line or a business unit or an office, they can't look at performance without looking at risk
exposure also.

"It's going to take some time to actually implement that concept through processes and
technologies, but a lot of companies are starting to look at risk and performance together --
and that's one area that SAP has a fairly good message and a set of capabilities they are
starting to bring together," McClean said.
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As part of the GRC software evaluation process, it's a good idea to look beyond the audit,
beyond compliance, and consider how GRC solutions can affect ongoing business.

As a former auditor, Gary Dickhart, vice president of the GRC Customer Advisory Office for
SAP, knows firsthand how many organizations have held onto the SOX-generated division
between consulting and auditing -- auditors could not audit solutions they themselves
recommended, and the effect has been that many executives have looked to audits to
understand their performance.

"What's really been lacking is the infusion of knowledge down into the operation so the
people who are running their business know they are responsible for the controls and they
perform these every day, and know what makes a good or bad control,” Dickhart said.
“That's evolving. The days of knowing whether I was doing bad or good, that was an audit -
- if I got a good audit, I'm doing well, so we can wait until next time."

Next time you might have an operational problem, and that has to do with your controls and
how to manage risk, and that has nothing to do with the audit -- the audit is just a point-in-
time snapshot. Making people realize that the audit is not the control and that it's not
something they should depend on, that's key to actually extending GRC to the enterprise,
he said.

One such company that is extending understanding into real time is BearingPoint, a global
provider of management and technology consulting services that is using the SAP
BusinessObjects Access Control application. In need of a better way to handle analysis
around compliance initiatives like Sarbanes-Oxley, BearingPoint chose Access Control to
replace inefficient, manual processes. The company also needed to reduce the high level of
administrative effort and involvement around managing controls.

"With the SAP BusinessObjects Access Control application, BearingPoint now has real-time
insight into controls," said Serkan Caliskan, a manager for BearingPoint. "We have
approximately 3,000 users of the application spread out over 14 ... countries, and it enables
us to conduct real-time analysis and remediation to discover any potential regulatory
violations and provide solutions for them."
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Resources from Security Weaver

SEECURITY WEAYER

Podcast: Improving Security & Accountability in the Public Sector

Case Study: Sunsweet Growers Cultivates Excellence Company Relies on Security

Weaver for Fast, Accurate Reporting

Case Study: Stiefel Laboratories
Skin Care Bellwether Generates Big Benefits with Security Weaver

About Security Weaver

Security Weaver is a leading provider of application controls management software for SAP.
The Security Weaver product suite is engineered to take the guesswork out of compliance in
any SAP environment and delivers actionable results in a matter of days.
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http://www.securityweaver.com/News_Main.asp
http://www.securityweaver.com/CaseStudies_Sunsweet.asp
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